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Foreword

| am very pleased to present the Romance Scam Fusion Cell Final Report, summarising the work,
learnings, and achievements of the National Anti-Scam Centre’s third fusion cell. Fusion cells
demonstrate what can be achieved when government, law enforcement, the community sector and
industry share a coordinated approach to scam disruption.

This report details some significant achievements as well as identifying challenges and lessons
learned. Both are important to effectively combatting scams.

Dating and romance scams are consistently one of the highest financial loss categories reported
to the National Anti-Scam Centre's Scamwatch service. The non-financial harm caused to victims
is also high with reports of emotional stress, anxiety, depression, and strained relationships with
family members. While romance scam losses have decreased in the last 3 years, the scam type
still accounted for the second highest scam losses in 2024, second only to investment scams. The
ACCC's Targeting Scams 2024 revealed combined estimated losses to romance scams exceeded
$156.8 million in that year.

Victims face not only financial loss but the impact of a deeply personal deception. Whilst the
experience and perspective of victims has been important to all fusion cells, victims have directly
participated in the Romance Scam Fusion Cell for the first time. This is an important development,
and we will take the learnings and benefits of this approach into future fusion cells.

Romance scams are frequently a precursor to investment scams and identity theft, compounding the
harm to victims. Many victims then suffer even further through recovery scams, perpetrated by the
same or related scammers.

Fusion cells continue to provide practical demonstration of what is effective (and less effective) in
disrupting scams. Participants reflect the importance of timely and granular data on scam enablers
but also intelligence regarding emerging trends. These reflections underscore the necessity of a
joined up approach as no one party or sector has all of what is required.

The National Anti-Scam Centre extends its gratitude to the 21 participant organisations of the
Romance Scam Fusion Cell and the staff who represented them. We are thankful for the knowledge
and expertise of these partners; both those new to collaboration with the National Anti-Scam Centre
and those with experience in earlier fusion cells. We note that the fusion cell was delivered during a
time of significant consultation on the Scams Prevention Framework (scams framework) in Australia.
The National Anti-Scam Centre would like to acknowledge those participants who made significant
contributions to the fusion cell, including ANZ, National Australia Bank, Tracy Hall, IDCARE, and
Swyftx. Other stakeholders who made particular contributions to the work of the fusion cell include
Bumble Inc., National Debt Helpline, and Relationships Australia. The work undertaken by specific
organisations is identified throughout this report.

Catriona Lowe
Deputy Chair, ACCC
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Executive summary

The National Anti-Scam Centre’'s Romance Scam Fusion Cell commenced in July 2025. Fusion
cells are time-limited taskforces, bringing together government, law enforcement, industry and
community partners to address specific, urgent scam issues. The fusion cell ran for five months to
December 2025, with 2 primary workstreams focused on developing processes for disruption and
victim identification, and designing victim supports.

Romance scams continue to be one of the highest-impact scam types in Australia, causing
significant financial and emotional harm. The ACCC's Targeting Scams 2024 revealed combined
estimated losses to romance scams exceeded $156.8 million in that year, though actual losses are
likely higher due to under-reporting!

The fusion cell considered the 2 most common romance scams methodologies; romance baiting
scams, which typically involve fake cryptocurrency investments, and long-term romance scams
in which scammers groom victims over months or years and steal money by fabricating crises or
medical/travel emergencies.

In both methodologies, scammers quickly direct their victims to communicate on encrypted
messaging platforms and use frequent emotionally intense communication (“love bombing”) to
create dependency, isolate victims from their support networks and reduce the likelihood of external
intervention. Scammers then escalate requests for funds, often encouraging victims to take out loans
or sell assets. If victims become suspicious or say they have no further funds to send, scammers
typically shift their tactics to threats, coercion, or sextortion to steal more money.

Key achievements of the Romance Scam Fusion Cell include:

Established new frameworks between banks and digital currency exchanges for sharing
suspected scam transactions, stopping the theft of funds before it occurs.

= Sharing URLs used in romance baiting investment scams with digital currency exchanges and
identifying related scam-linked blockchain transactions.

= 377 scam websites, WhatsApp accounts, emails and social media profiles referred for takedown
and blocking.

= 1,004 suspected scam transactions and 168 suspect scam cryptocurrency wallet addresses
referred for investigation, blocking, and blacklisting.

= |mproved on-platform screening and safety by sharing romance scam trends and scammer
tactics intelligence with digital platforms.

= Designed an Online Relationship Health Check, a 20-question self-assessment tool to help victims
identify romance scam risk factors in their relationships.

= Developed 3 frontline response guides for bank staff, law enforcement, and support workers and
carers to promote and support consistent, trauma-informed scam identification, disengagement,
and referral.

= Piloted a disengagement referral process for banks, connecting customers still engaged in
a romance scam to support organisations. Despite the limited number of referrals, the trial
provided valuable insights into operational challenges and strategies for connecting victims with
appropriate support services.

1 Represents combined losses reported to Scamwatch, ReportCyber, IDCARE, Australian Financial Crimes Exchange and
Australian Securities and Investments Commission, Australian Competition and Consumer Commission (ACCC), Targeting
Scams Report of the National Anti-Scam Centre on scams data and activity 2024, March 2025, accessed 6 January 2026.
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= Raised awareness and early intervention capabilities in the aged care and disability support
sectors through hosting industry forums for management and client-facing staff.

= Delivered an Australian-first romance scam online peer-support group pilot demonstrating the
benefits of small group, peer-facilitated recovery support.

= Co-designed, with community members, a culturally appropriate romance scam awareness
poster in the Murrinh-patha language.

= Developed a Language Matters guide to support crime-accurate, trauma-informed and
non-stigmatising communication across the ecosystem.

= Created and delivered train-the-trainer resources to uplift capability and confidence among
organisations working with at-risk populations.

Although the fusion cell focused on romance scams, many of the lessons learned will also be
applicable to other scam types.

Throughout its 5-month term, the fusion cell raised awareness of romance scams through social
media engagement, updated Scamwatch website content, in-person and online presentations, and
tailored advice for different sectors and at-risk cohorts. In addition, a social media campaign is
planned for March 2026, implementing lessons learned through the fusion cell.

For the first time, scam victims played a significant part in a National Anti-Scam Centre fusion cell.
Romance scam victims shared their lived experience, collaborated as fusion cell participants, took
part in proof-of-concept trials, and contributed to the development of resources. The achievements
and learnings of the Romance Scam Fusion Cell are much greater and richer for their contributions.

Effective collaboration between government and industry is essential to prevent and stop scams.
The Romance Scam Fusion Cell reflects a strong investment by the National Anti-Scam Centre in
building partnerships with Australian and overseas-based dating platforms and other organisations.
The whole-of-ecosystem approach to prevention and disruption enables the National Anti-Scam
Centre to ensure that anti-scam efforts in different sectors work together effectively to protect
Australian consumers.
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Fusion cell participants

The National Anti-Scam Centre acknowledges the Romance Scam Fusion Cell participant

organisations, which included:
Dating platforms
= eHarmony
= Match Group
= RSVP

Law enforcement
= Australian Federal Police
= South Australian Police

= Victoria Police

Cryptocurrency
= Swyftx
Government

= AUSTRAC

Digital platforms
= Meta

Banking

Australia and New Zealand Banking Group

(ANZ)

Commonwealth Bank of Australia

Defence Bank
Macquarie Bank
National Australia Bank

Westpac

Victim support

Consumer Action Law Centre
IDCARE
Lifeline Australia

Tracy Hall Consulting

Academic

Monash University
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Objectives of the fusion cell

The Romance Scam Fusion Cell is the third fusion cell to be coordinated by the National Anti-Scam
Centre since its establishment in July 2023. The first 2 fusion cells addressed investment scams and
job scams respectively.?

The objectives of the Romance Scam Fusion Cell reflect the key focus areas of the National
Anti-Scam Centre: prevention and disruption, consumer awareness, and victim support. The Fusion
Cell's objectives were:

= Todisrupt romance scams via:

- early identification of scam campaigns and their enabling factors,
- blocking use of identified enabling factors

- initiatives that stop consumers providing personal information and sending funds.

= Develop resources to assist stakeholders to inform and support scam victims.
= QOperate as a sandbox for broader disruption strategies and techniques.

= |dentify and report lessons learned.

The National Anti-Scam Centre consulted with approximately 25 stakeholder groups to seek feedback
and advice for this third fusion cell topic. Stakeholders overwhelmingly supported addressing
romance scams, given their significant impact and the persistent challenge of disengagement.

The work of the fusion cell was approached under 2 workstreams;
= Workstream 1 — Develop processes for romance scam disruption and victim identification.

= Workstream 2 — Design and trial a contact model for romance scam victims.

Within each workstream, several project teams focused on identified tasks and outputs, with
representatives from participant organisations electing to join project teams based on interest,
expertise, and experience.

Fusion Cell participants gathered for a half-day in-person workshop in Sydney in July 2025. This
provided an opportunity to identify and plan projects based on combined intelligence and identified
gaps. Notably, 2 new initiatives were proposed in this workshop; reducing stigma through re-framing
language and a victim peer support group. Both initiatives were adopted by the fusion cell and
delivered effective outcomes to protect consumers, reflecting the value of collaboration between
stakeholders across the scams ecosystem.

The subsequent 5 meetings of all participants were conducted online, with project teams sharing
updates and receiving feedback to refine approaches. Importantly, every meeting began with

a lived-experience account from a romance scam victim. Each of these stories challenged
misconceptions, inspired new initiatives, and ensured the victim experience was central to the fusion
cell's approach. The National Anti-Scam Centre thanks these 5 victims for their courage in sharing
their stories with the fusion cell to protect others from romance scams.

2 Further information and fusion cell reports are available at www.nasc.gov.au/reports-and-publications/fusion-cells.
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Romance scams in Australia

Over $156.8m was stolen from Australians through romance scams in 2024.2 Despite this figure
reflecting losses reported to Scamwatch, ReportCyber, AFCX, ASIC and IDCARE, actual losses are
likely much higher due to underreporting. The stigma and shame associated with romance scams,
and the risk of re-traumatisation may cause many victims to avoid reporting these crimes. Romance
scams are also frequently categorised as other scam types by reporting organisations, as the
methodology overlaps with investment scams, threat-based scams, and others. Even so, romance
scams are consistently second only to investment scams in terms of financial losses reported

by consumers.

The consolidated data from reporting entities provides a valuable picture of the scale of the problem
of romance scams. The National Anti-Scam Centre does not currently receive this data with sufficient
regularity or granularity for detailed analysis, e.g. for the impact on at-risk cohorts. As such, the data
analysis that follows is drawn from reports to the National Anti-Scam Centre's Scamwatch service.

Figure 1 shows trends in romance scams reported to Scamwatch from 2021-2025.4 In 2025,

the average amount stolen in romance scams reported to Scamwatch was $21,573, down from
$24,216 in 2024, a decrease of 10.9%. This occurred against a 7.1% increase in the number of reports
made to Scamwatch,® which contrasts with a decline in reports for most other scam types. This
suggests that National Anti-Scam Centre and stakeholder efforts to raise awareness of romance
scams, reduce stigma, and increase reporting are having an impact.

Figure 1: Romance scams losses and reports (Scamwatch, 2021-2025)
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Scamwatch data shows that Australians aged 65 and over lose more money to romance scams than
any other age group. Scammers have stolen about $9.9 million from this cohort each year over the
past five years, closely followed by the 55-64 age group ($9.3 million) (Figure 2). Report numbers
vary across the age cohorts, but the higher losses among the older age groups likely reflect a range
of factors including accumulated wealth and accessibility of assets (including superannuation), higher

3 Australian Competition and Consumer Commission (ACCC), Targeting Scams Report of the National Anti-Scam Centre on
scams data and activity 2024, March 2025, accessed 21 January 2026.

Dates reflect when the report was made. Initial scammer contact may have been months or years earlier.

5 Scamwatch received 3,204 reports of romance scams in 2024 compared to 3,432 in 2025.
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levels of isolation among potential victims, and therefore the targeting of this cohort by criminal
networks. Women also consistently account for a greater proportion of reported losses in each age
cohort, however it is possible this could be a result of underreporting by men.

Figure 2: Romance scam losses and reports by age and gender (Scamwatch, Total losses by cohort,
2021-2025 mean)®
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In addition to these significant financial losses, romance scams can have a devastating impact on
victims’ emotional and mental well-being. Scammers deliberately isolate victims from family and
friends, dismantling support networks, and causing lasting relationship turmoil. When the crime is
finally revealed, some victims have no relationships remaining to provide support. Death by suicide is
the tragic result of many romance scams. Widespread misunderstandings, myths, and stereotypes
regarding romance scams increase the impacts of these particularly cruel scams on victims'
wellbeing.

Recovery from a romance scam typically involves grieving the loss of the relationship and grappling
with the realisation that the love and affection the victim thought they enjoyed was in fact a lie.
Victims often describe the loss of the relationship as akin to mourning a death and many find it more
traumatic than the theft of their money.”

6 Scamwatch data collected between 2021-2025, with the mean loss and number of reports per year calculated for each age
group cohort.

7 Whitty, M.T. and Buchanan, T. (2015) ‘'The online dating romance scam: The psychological impact on victims — both financial
and non-financial’, Criminology & Criminal Justice, 16(2), pp 176-194.
* Gender X includes indeterminate and intersex as identified by Scamwatch reporters, as well as reports where a gender was

not provided by the reporter.
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Anatomy of a romance scam?®

The fusion cell scope included the 2 most prevalent and harmful types of romance scams identified
from Scamwatch intelligence and from stakeholder feedback:

Romance baiting scams — This variation is typically shorter in length, lasting a few weeks or
months, and usually leads to a cryptocurrency investment scam.®

Long-term romance scams — Often considered a “traditional” romance scam, this type typically
lasts for several months or years. The scammer seeks to develop a long-term emotional
connection with the victim and fabricates elaborate stories to encourage them to send money for
emergencies, family crises, or other needs. Victims of long-term romance scams often become
money mules for their online partner.

Case study — Romance baiting scam

Dave met “Rebecca” through an online dating website. They exchanged messages daily for a
month before Rebecca mentioned that she traded cryptocurrency and that her aunt had made
a lot of money this way. She told Dave to sign up to an investment website. Dave was reluctant,
particularly as he had been scammed previously, but Rebecca encouraged him to consider it an
investment in their shared future.

Dave invested a small amount, then withdrew the returns. Rebecca encouraged Dave to invest
more. She said she was planning to travel to meet Dave in person. Dave continued to deposit
funds into the investment platform Rebecca had recommended, which showed that he was
making a large profit.

When Dave had transferred all the money he O
had available, Rebecca told him to apply for

a loan so he could contribute more. Buy; trade; and hold

350+ cryptocurrencies on

Despite her promises to meet in-person, the best platform.

Rebecca was unable to travel to Australia
due to last-minute work obligations, and
again later due to iliness. After these
cancelled trips, Rebecca’'s messaging
accounts disappeared and Dave never
heard from her again. A criminal network
had deceived Dave into transferring over
$100,000 into the fake cryptocurrency $3.8B
investment platform, none of which was
recoverable.

< Application

Fake investment website reported to Scamwatch

During the term of the fusion cell, the National Anti-Scam Centre concluded that a change in terminology would better
reflect the diverse methodology of these scams. Scammers will endeavour to exploit any type of trust-based relationship,

so the term “relationship scam” will progressively replace “romance scam” in Scamwatch data and publications. By adopting

this terminology, prevention efforts and data analysis become more inclusive of diverse scammer tactics, strengthening
prevention and disruption efforts.

Romance baiting is the scam type known as “pig butchering”. While this term is widely accepted and is the most common
label used by law enforcement worldwide, due to the pejorative sense it carries, the fusion cell employed the term
‘romance baiting.”
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Scamwatch intelligence indicates that most romance scams begin with a similar methodology
and develop into either a romance baiting or long-term romance scam as scammers learn about
their victims, test different ways of gaining trust, and tailor their approach accordingly. Scammers
vary their methods according to the perceived preferences of the victim and their assessment

of the victim’s financial resources. A scammer who has made contact with a male victim in

his 20s may initially suggest exchanging explicit images with a view to quickly threatening the
release of the images and extorting funds. If the victim is unwilling to send explicit images, a
cryptocurrency romance baiting pathway may be followed. If a scammer identifies that they have
contacted a potential victim in their 60s, with no interest in high-risk investments, they may pivot
to a long-term romance scam in which large amounts of money are stolen on the basis of a fake
emotional connection.

Romance scammers employ a range of social engineering techniques to manipulate and steal from
their victims. The typical stages of romance scam are outlined below. Reflecting the best practice
approaches regarding the language of romance scams the stages are framed principally in terms of
the scammer’s actions.

Figure 3: Typical stages of a romance scam
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1. Initial contact

The scammer creates a fake profile on a dating website or social media platform. Stolen or
Al-generated images are often used in the fake profile, and impersonations of celebrities are
common. The scammer contacts the victim, exchanges messages, and seeks to gain trust.

In 2025, over 70 different dating platforms were recorded in Scamwatch reports regarding romance
scams. The platforms most frequently reported as the initial contact point were Tinder, Plenty of Fish,
Hinge, Grindr, Bumble, and eHarmony. The most reported social media platforms were Facebook,
Instagram, TikTok, Snapchat, YouTube, and X. The prevalence of these dating and social media
platforms in the reports is, in significant part, a reflection of their market share, with a wide variety

of other platforms also reported. Alongside these platforms and email and text messages, online
games such as Words with Friends and fitness apps such as Strava were used by scammers to
contact victims.
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2. Connection

The scammer typically directs the victim to move their communications to an encrypted messaging
platform to avoid detection and identification. The scammer builds trust, creating a false sense of

connection and love. The relationship forms through:

= Frequent interaction — messages and conversations to create the illusion of connection.

= Shared experiences — discussing interests and experiences that the scammer purports to have in

common with the victim.

= Pseudo-intimacy — accelerated emotional intimacy that makes the victim feel valued.

3. Grooming

Messages from the scammer are frequent and effusive,
showering the victim with affection, compliments, and
near-constant attention, to rapidly deepen the relationship.
This tactic is known as “love bombing” but also occurs in
non-romantic relationship scams.

Scammers begin to isolate their victims and lessen the
influence of friends and family, giving even greater control
and opportunity for manipulation.

The scammer may suggest exchanging intimate images at
this point. If the victim provides images, these are kept for
blackmail if the victim ends the relationship or chooses not
to send any more money.

4. First request for money

After trust has been established, the scammer makes
an initial request for money, typically disguised as either
a recommendation for a high-earning cryptocurrency
investment (romance baiting scams), or to assist with a

fabricated emergency or crisis (long-term romance scams).

Scammers are skilled at manipulating their victims into
offering to send money, so in some long-term romance
scams, they do not explicitly ask for it. Instead, they will
describe the crisis they have fabricated and its supposed
impact on them and their family in such a way that the
victim feels led or compelled to offer money.

This is an important distinction to note, as questions such
as "Has your online partner asked you to send money?”
are often used to identify romance scam victims. In these
situations of extreme manipulation, the question will
accurately be answered, “No,” and the scam may not be
identified.

Babe, i just wanted to remind you of
how special you are to me. You
brighten my day, and even though we
just met i feel like you're really the
one

| love everything about you and can't
wait until we're finally together

Are you there babe? | miss talking to
you

Example of scammer using ‘love bombing’ to
rapidly create emotional intimacy

Hey hun, | have been reluctant to
ask this but I'm in a situation and |
could really use your help. | don't
want you to feel pressured, used,
or make it feel like I'm taking your
kindness for granted.

But | need you to urgently send my
son $2,700 AUD to pay for his
surgery bill. He doesn't have the
money to pay and | am offshore for

a while. 11:57am J§

Example of scammer using emotional
manipulation to request money
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5. Escalation

Scammers create elaborate stories to convince victims that they are committed to a long-term
relationship. Common stories used by scammers to explain their inability to meet and the need for
financial assistance include working in a remote or dangerous location such as on an oil rig, being
deployed in the military, or running a lucrative overseas-based business.

Romance baiting scams (i.e. romance scams involving fake investments) typically have a shorter life,
as the victim sends all their available funds sooner.

In a long-term romance scam where the victim believes they are providing support or emergency
assistance to their online partner, individual transactions are often smaller and may continue for
months or years. The scammer may also coach their victim into laundering stolen money as a
money mule.

6. Abuse and threats

The scammer continues to manipulate the victim and may _ _

. i have your private photos from our chats
demand that they apply for loans, sell assets, or access their ;
superannuation to provide further funds.

2:37 pm

you have 24 HOURS, no excuses .35

If the victim stops sending money, scammers may pivot to pay $500 in BTC or i send them to your
sextortion, abuse, or threats, using emotional manipulation B
calculated to lessen the victim's self-esteem, increase A

. .. . and don't try to report me it's too late for
dependency, and further isolate victims from remaining that
support networks.

12:39 pm

Example of romance scammer escalating to
making threats regarding release of intimate
images

7. Disappearance

When the scammer concludes there is no further money to steal from their victim, they typically
break off contact, block calls and messages, and delete the online profiles used in the scam.

Due to the level of grooming and social engineering involved, some victims remain convinced that
their relationship was real and believe that their online partner has been kidnapped, harmed, or killed.

“| sent her $1,200 as a bank transfer to her personal bank account in Dubai where she was
working. She claimed this amount would allow her to buy her plane ticket...

After | completed the transfer, she immediately disappeared. She blocked me on all platforms
and cut off all contact. | have not heard from her since...”

Tomas, Romance scam victim
Scamwatch report

8. Victim realisation

Victims may become suspicious if their online partner disappears, if they notice conflicting details,
discover evidence online (e.g. through reverse image searches or Al detection tools), or are warned
by a third party. In addition to dealing with the impacts of stolen money and personal information,
victims now begin to confront the painful realisation that the relationship they valued was

not genuine.

1 National Anti-Scam Centre | Romance Scam Fusion Cell Final Report | March 2026



9. Re-victimisation

Recovery from the emotional and psychological effects of romance scams is often slow, with some
victims never fully recovering.

Victims are especially vulnerable to the risk of re-victimisation by the same or related criminal groups

through recovery scams. Posing as investigators or law enforcement, scammers contact the victim,

claiming to have identified their stolen funds, which they say can be returned upon payment of a large

up-front fee. Approximately 1 in 3 scam victims has been victimised more than once.

‘| have invested everything into this relationship and | have lost everything...
It has been a few months and | still love her so much. | cannot stop thinking about her...”

Darrell, Romance scam victim
Scamwatch report

Case study - Long-term romance scam

Jodie was contacted by a scammer on Tinder. He called himself Bomyiwent oot sailonie

“Peter” and built a relationship with Jodie through frequent connection here drops out a lot.
WhatsApp messages. Peter said he was based in Australia, 3:16am
and that although he had to travel overseas for work, he was I didn't want to bring this up again,
applying for jobs that would enable him to stay in the country. but somethings come up with the
. X Lo Lo job. I'm on the oil rig now and the

Peter told Jodie hg had fqund ajobon an oil rig in Turk|ye and supplier won't release the
had to start work immediately. He explained that he didn't have equipment unless payment is
good phone or internet service on the oil rig, and asked Jodie made in 24hrs. 3:17am
to help him by communicating with a salesperson to order My account is restricted while I'm
materials for Peter’s work. Peter also asked Jodie to keep their overseas. 'Chatlzasking iourhbut'
relationship secret until he was back in Australia and then they inist you. Could you maxa the

) - ) transfer for me when you wake up?
would surprise friends and family together. 'l pay you when I'm back.  51s..,

Jodie did as Peter requested and accessed the bank account

. . ) - Example of scammer asking victim
that Peter had said was his. Peter then claimed that his account to pay for work materials

had been blocked because Jodie had accessed it, so he asked
Jodie to transfer money from her own account to pay for the
materials. He encouraged her to take out a loan to make the
transfer.

Jodie paid approximately $130,000 over 8 separate payments. She used her online banking app
and sent the funds to a bank in Turkiye as Peter had instructed her.

Jodie confided in a friend about her relationship. Her friend said the story sounded like a scam,
and an online search revealed that the scammer was using photos taken from another person’s
social media profile.

Jodie reported the scam to police and to Scamwatch.
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Disruption activities and
outcomes

Testing disruption initiatives is a key element of the fusion cell model. Where a proof of concept trial
proves effective, these can be considered for broader implementation by other stakeholders and
applied to other scam types. Disruption activities in the Romance Scam Fusion Cell focused on the
use of enabling technologies, products, and services.

The fusion cell specially considered the dissemination of scams intelligence regarding trends and
techniques, in addition to the sharing of individual scammer enablers sourced from reports. This
broader intelligence sharing enables increased visibility of scam activity across government, law
enforcement, and the private sector, and uplifts stakeholders’ capability to identify and disrupt scams
on their platforms.

Participant reflections: Meta

“Through our collaboration with the NASC in the Romance Scam Fusion Cell, we received
valuable intelligence relating to trends and tactics used in romance scams targeting Australia.

This information was used to improve our automated enforcement systems and inform our
consumer education campaigns.”

Identifying pre-scam transactions

Problem

The most effective scams disruption is that which prevents the theft of money or personal
information. Naturally, identifying scam-related transactions before they take place is difficult,
especially as they typically involve multiple stakeholders in different sectors across the
scams ecosystem.

Opportunities

Fusion cell participants identified that pre-scam transactions will, in some cases, and in parallel

with other intelligence, indicate a victim’s intention to send money to a scammer. In particular, some
transactions between a victim’'s own accounts with banks and digital currency exchanges may be
precursors to scam transactions. The fusion cell recognised that if intelligence from both the sending
and receiving institutions could be combined, the risk of a future scam transaction could be more
confidently identified.

Actions

Participant banks and digital currency exchanges designed a trial to share suspected pre-scam
transactions to prevent future theft of funds. Participants identified that bank customers with
romance scam warning signs, who had no history of cryptocurrency investment, were making
transactions to their own accounts held with a digital currency exchange. Significant consideration
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was given to what data could be shared between banks and digital currency exchanges to confirm
that a scam transaction was likely to follow, while maintaining customer privacy.

The trial saw National Australia Bank providing de-identified data points from suspected pre-scam
transactions, along with risk indicators, to participating digital currency exchanges including Swyftx.
These cases typically involved instances where the bank suspected a customer was being coached
to purchase cryptocurrency, but the victim did not believe they were involved in a scam.

Outcomes

While privacy considerations limited what data could be shared, the digital currency exchanges
taking part in the trial were able to identify some high-risk transactions as a result of the intelligence
received. The exchanges provided feedback to the referring bank regarding action taken and other
risk factors identified, enabling further action to protect the customer.

The trial also identified an opportunity to uplift staff capability, leading to a tailored training session
for bank staff, and the sharing of best practice approaches for inquiries with suspected romance
scam victims being coached to use cryptocurrency.

With cryptocurrency used by criminals across almost all scam types, future expansion of this trial to
include other stakeholders and scam types has the potential to significantly reduce scam losses.

Intelligence-sharing to support disruption

Problem

The criminal networks perpetrating romance scams use a wide variety of channels to contact,
communicate with, and receive payments from their victims. Most of these channels are chosen
because of privacy features that protect their anonymity or technology that makes tracing or
recovering money difficult. Representatives from Meta, reflecting on intelligence sharing in both the
Romance Scam Fusion Cell and the previous Job Scam Fusion Cell, noted that romance scams are
more challenging to disrupt than job scams, due to the methodology and the lower levels of scam
enablers typically reported.

Opportunities

Discussions were held with participants including law enforcement, banks, digital currency
exchanges, and Meta, early in the fusion cell term, to consider the data currently being shared across
the ecosystem, additional intelligence likely to support greater disruption, and new activities that
could be trialled.

Participants agreed that any expansion of the sharing of up-to-date intelligence would increase

the effectiveness of disruption efforts. Romance scam trends such as common keywords,
scammer-provided occupations, and travel destinations, were identified as intelligence elements that
could be shared with dating and digital platforms to enable improved screening for scam content
before it reaches consumers. Scamwatch data contains valuable intelligence for disrupting romance
scams, and this can be analysed more deeply to identify additional disruption opportunities, such as
through tracing payment flows. In planning fusion cell disruption trials, participants emphasised the
value of timely intelligence regarding emerging trends, and not just individual scammer enablers, to
support at-scale disruption.
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Actions

The National Anti-Scam Centre provided Meta with up-to-date intelligence on romance scams
drawn from Scamwatch reports, highlighting trends such as the movement of sextortion scammers
between different platforms and patterns in the impersonation of celebrities and military personnel
on social media. This intelligence was incorporated into existing Meta processes and helped to
identify offending content before consumers encounter it.

Outcomes

This proactive sharing of intelligence trends and tactics enables disruption of scams at scale in a
way that reactive disruption of individually identified scam enablers on its own cannot. The National
Anti-Scam Centre will continue to work with stakeholders to automate and expand this type of
intelligence sharing to include trends relating to other scam types.

Scam identification via website URLs

Problem

Websites impersonating legitimate investment trading platforms present opportunities for disruption
of romance scams, although the extended length of the scams (see below) means that, by the time of
reporting, few victims have a record of websites used to steal their funds.

Opportunities

Takedown of a scam website prevents it being used to steal further funds but has no impact on
victims who no longer interact with the site. However, unknowing scam victims may be identified if
they provide known scammer URLSs to a business in the course of the scam.

Actions

The fusion cell established a trial in which the National Anti-Scam Centre analysed Scamwatch and
Chainabuse intelligence to identify URLs of websites used in romance baiting scams. In addition to
referring these for takedown in accordance with established processes, these URLs were provided to
participant organisations which compared the intelligence to data received from customers.

Outcomes

This intelligence sharing enabled the identification and contact of customers who had used the
websites in question and provided the URL to the business, but were unaware they were involved in a
scam. In addition, URLs referred to digital currency exchanges provided new keywords and indicators
to be considered in analysis and tracing of scam-related blockchain transactions.

The National Anti-Scam Centre is now seeking to expand this work to include other businesses that
receive URLs from scam victims. If a victim is first identified by the organisation’s existing processes,
then any website URLs provided by the customer could be referred for takedown and shared with
other stakeholders. It is anticipated that many of these websites will not yet have been reported. As
such, victim disengagement may be able to commence earlier and before further harm is done.
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Using blockchain intelligence in scams disruption

Problem

Scammers typically create multiple cryptocurrency wallet addresses to which they direct their victims
to send funds. Because these are easily reported, different wallet addresses are often given to each
victim, with little re-use of wallets. Thus, blacklisting the wallet to which the victim sent their money
often has little effect.

Opportunities

Scammers typically forward stolen money to “consolidation” wallets, the details of which are unseen
by the victim and so not reported. Multiple consolidation wallets may be used by the same criminal
groups, and a single wallet may be used to consolidate funds from multiple different scam types.
Analysis of consolidation wallets and payments received into them may therefore identify unreported
scam funds.

Actions

The National Anti-Scam Centre used blockchain intelligence software to match Scamwatch reports
of romance scams to blockchain activity and to trace payments. This helped identify unreported
scam transactions conducted by Australian-based victims. Figure 4 below illustrates the process of
tracing payments and identifying consolidation wallets with blockchain intelligence tools:

Figure 4: Linking Scamwatch reports to digital currency transactions
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Note: Transactions (orange arrow) from Digital Currency Exchange A were reported to Scamwatch. These were subsequently

linked to a suspected scam consolidation wallet (right). Investigation of other funds entering this consolidation wallet
enabled the identification of transactions from Digital Currency Exchange B which were likely made by unknowing
scam victims.
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Outcomes

As a result of blockchain intelligence analysis, referrals were made to digital currency exchanges
(fusion cell participants and others) regarding 1,004 suspected scam transactions and 168 suspected
scammer wallet addresses (including consolidation wallets). This enabled the digital currency
exchanges to conduct further investigations and, where appropriate, block scam activity and blacklist
scammer wallets.

Disruption of online scam enablers

Throughout the fusion cell, the National Anti-Scam Centre manually reviewed Scamwatch reports
of romance scams, along with intelligence received from participants and other stakeholders.
This resulted in the identification and analysis of a wide range of scam enablers. These enablers
were referred for removal/blocking as appropriate. Table 1 below shows a summary of fusion cell
removal requests.

Table 1:  Summary of removal requests — 1 July 2025 to 12 December 2025

Social media

All platforms Website WhatsApp Drofile
Total referrals 377 255 82 22 18
Successful 195 167 0 11 17
Unsuccessful™ 68 62 0 6 0
Unknown result 114 26 82 9 1
% Success 52% 65% 0% 50% 94%

Confirmed rates of removal are low for most types, although actual rates of removal are much higher.
The National Anti-Scam Centre does not receive consistent feedback on the outcomes of removal
requests and generally receives no feedback on the outcomes of referrals to WhatsApp.

The long timeframe of many romance scams means that, at the time of reporting, many victims no
longer have a record of online enablers used by the scammer. As such, fewer referrals for disruption
can be made than would be possible with other scam types.

The National Anti-Scam Centre has built technology to support data sharing partnerships with
stakeholders and is working with Romance Scam Fusion Cell participants to onboard them to
these information-sharing platforms. Near-real time data sharing will further improve disruption of
scam enablers.

10 “Unsuccessful” removal requests include those where scam enablers had already been taken down as a result of other
referrals or intelligence and situations where providers could not verify scam activity and so took no further action. The
National Anti-Scam Centre is typically not notified which reason applies to a given request.
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Participant reflections: Swyftx

“Being part of the National Anti-Scam Centre’s Romance Scam Fusion Cell has been a
significant highlight, showcasing the immense dedication of public and private organisations
to protecting Australians from scams. It was particularly rewarding to contribute to the
intelligence sharing project, which established a vital framework for digital currency exchanges
and banks to exchange specific non-personally identifiable information on suspected scam
transactions while maintaining customer privacy.

The opportunity to facilitate an introduction to cryptocurrency and blockchain basics for
banking frontline staff helped ensure a more unified, informed front across the sectors. The
Fusion Cell provided a unique platform for open collaboration between organisations that
may not have had the opportunity to connect otherwise, and it's been inspiring to see this
cross-sector commitment to scaling these efforts both locally and globally.”
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Prevention, awareness, and
support

Reducing stigma through language

Romance scams are frequently portrayed as a personal failing on the part of the victim, as though
they should have “known better”. These are, however, the work of deliberate and calculated criminals
who prey on trust and our need for relationships.

Blaming victims for crimes committed against them worsens trauma, discourages reporting, and
isolates survivors. As with other types of crime, the language used by stakeholders across the
ecosystem to warn people and to discuss and report them, must reflect the criminal nature and
sophistication of these operations.

Fusion cell participants identified an opportunity to address the perceptions and shame

associated with romance scams by developing best practice guidance on language that minimises
victim-blaming, and is crime-accurate, trauma-informed, and non-sensationalist. The use of the
term “pig butchering” illustrates the need for a change in the national conversation; though it is
widely used in the media, it is a sensationalist and pejorative term that fails to communicate anything
meaningful about the crime. The fusion cell adopted and promoted the term “romance baiting” to
more sensitively and accurately label fast-moving romance scams involving fake investments.

‘| don't know how | managed to get sucked in so easily, and I'm so embarrassed ... Again, | am
so embarrassed. But it's causing me great stress now.

| feel so embarrassed that | got into the trap, and don't feel like sharing it with anyone.”

Helen, Romance scam victim
Scamwatch report

One of the first outputs of the fusion cell was the provision of detailed language guidance to all
participants to inform the remainder of the fusion cell work, and to ensure consistency across
resources being developed.

In addition, the fusion cell developed tailored advice for industry on the use of language and statistics
in business documents, staff training, internal discussions, and public communications. Consultation
with stakeholders revealed a lack of clarity in many organisations regarding the most effective ways
to discuss romance scams with staff, customers, and the community. Noting the success of previous
campaigns to change the language around important community issues such as the “coward'’s
punch” and domestic and family violence, the fusion cell developed a simple 2-page language guide
to help businesses and community organisations reframe the public discourse about this issue. It is
anticipated that this guidance will be distributed to stakeholders in early 2026.
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By providing rationale, principles, and examples of best-practice language, the Language Matters
guide supports organisations as they seek to:

= shift the focus from victims’ actions to scammers’ tactics
= promote understanding and empathy, and reduce stigma
= use trauma-informed, crime-accurate language

» improve the consistency of language across the scams ecosystem.

Consultation on the guide generated significant feedback. Consumer organisations and other
stakeholders have already incorporated the recommended language into advice being given, and
victim advocates are sharing the guidelines within their networks. Bumble Inc. is reviewing existing
policy, enforcement guidance, and response templates against the guide to ensure best practice
approaches are followed, including making relevant improvements and noting areas of opportunity.

Development of the guide also highlighted the need for broader scams communication guidance

for industry. The National Anti-Scam Centre is soon to release a Scams Communications Guide

for Government, and as a result of the need identified in the fusion cell, has commenced drafting a
similar guide for businesses across the scams ecosystem. The Language Matters guide for romance
scams will sit alongside and complement this general guide for industry.

As the guidance is progressively adopted across the ecosystem, it is anticipated that the resultant
reduction in stigma and shame will lead to an increase in reporting, heightened awareness, and a
more effective collective response to romance scams.

Participant reflections: Consumer Action Law Centre

“Consumer Action Law Centre sees firsthand the devastating impacts of romance scams
through our frontline work. As part of the Romance Scam Fusion Cell, we were able to share
insights from our clients, lawyers, and financial counsellors to inform the National Anti-Scam
Centre’s work and contribute to coordinated action. It was also invaluable to learn from other
participants about the challenges they see and the tools they use to combat scams and
support victims. We hope to see ongoing action and collaboration to protect Australians from
this uniquely harmful crime.”
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First Nations resource co-design

Analysis of Scamwatch intelligence and
stakeholder engagement early in the fusion

cell confirmed that First Nations people are
disproportionately impacted by romance scams.
Furthermore, 9 percent of First Nations people
reporting a romance scam identify as speaking
English as a second language.

To increase reporting of romance scams
among First Nations people, and to support
disengagement, the fusion cell undertook a
resource co-design trial, developing a romance
scam awareness poster with the Wadeye
community, south-west of Darwin. Wadeye

is Australia’s largest remote Indigenous
community and was invited to participate in this
co-design work through collaboration with the
ACCC First Nations team.

Community leaders recognised the need for
scams awareness resources in language and
eagerly supported the trial. Murrinh-patha was
chosen as the language for the co-design trial
because it is one of the few Aboriginal languages
with an increasing number of speakers, it is the
first language for the majority of people living in
the Wadeye community and is also spoken by
people living in surrounding regions.”

Co-design workshops were held with community
stakeholders to determine effective messaging
and translation.

These resulted in the poster incorporating
carefully selected visual elements to raise
awareness of romance scams in the community.
3 generations of Murrinh-patha speakers
contributed to and checked the translation to
ensure accuracy and accessibility for all ages.

While the poster is not in English, the project
team drew on the earlier work of the Fusion Cell
to ensure best practice approaches to language
and tone were adopted.

Thirrat

Thirrst ngs kuningiki

Kardu Thenganamath Kardu pangu-yu?
Kardu irrt! Thirrat | thubat

Ku money ka me-re thudithuk wunkarrare! | me-re thamurt nanthi
account detsils nhinhi yu

Nanhthi me-re thamurt information nhinhi-yu .

Nenimardawerr

| da dengkanirn

Thakudha nanhthi Bsnhimskmsk kani-yu | Mumrinh kumamps kani-yu
ngarra nhinhi-yu?

Ds Australia kethudha? kardu kanhithampunu pami-ka Murrinh teret-ke
nathapnu | nanhthi phone -ka thangkathspnu | nangurl Murrinh Narra
ngsrra ds locsl office!

Nathapnu ngarra facebook messages -yu | thangkarr ngarra kardu pama
trust thamaya.

Nenimardawernr

| da Nenimardawerr nhinhi | kardu.

Nenhthi me-re thamurt nanhthi informstion nhinhi-yu ngarra facebook
emails-yu me-re ngstha thenabarth-yu nathapnu ngarra facebook
messages-yu | thangkarr ngarra kardu pama trust thamaya. Me-re
thamurt nanhthi bank detsils card details mu nanhthi information nanhi-
'yu ngarrs kardu psrma thepamthin online-yu

¥ ComMurring thantharrpu ngarra Kardu staff ngarra digi hub | Murrinh

napurra garra scamwatch
Report at wvav.scamviatch.gov.au or
call the First Nations Infoline on 1300 303 143.

“S. ScamWatch

Murrinh-patha language romance scam awareness poster

N w

NORTHERN TERRITORY

Distribution of Murrinh-patha speakers in the Northern

The poster suggests speaking to local community staff to encourage in-person reporting and
provides a QR code link to the Scamwatch website. The poster will be distributed and displayed
throughout the Wadeye community. Community members have already requested assistance

11 Murrinh-Patha (Murinbata) | Research Starters | EBSCO Research, accessed on 23 January 2026
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to develop posters about further scam types, and other communities have expressed interest in
designing scams awareness posters in local languages.

Stakeholder reflections: ACCC First Nations Team

“Working on the co-design of the romance scam poster and collaborating across a wide range
of internal and external stakeholders, particularly through lived experience research with people
impacted by romance scams, has been both humbling and invaluable. Co-designing resources
such as the romance scam poster in Murrinh-patha has reinforced trust, cultural pride, and
shared ownership, strengthening connections within community and supporting the ACCC in
building the relationships needed to deliver impactful, people-centred outcomes.”

Social media campaign and website updates

Social media campaign

The Romance Scam Fusion Cell launch was accompanied by a media release which drew significant
attention, reaching an estimated audience of over 1.8 million impressions, highlighting strong
community interest. The launch, which was supported on NASC LinkedIn, generated social media
content from news outlets such as ABC'’s TikTok report. With the assistance of the ACCC Strategic
Communications team, the fusion cell has continued to use social media to protect Australians from
romance scams, including by promoting World Romance Scam Prevention Day on 3 October with a

LinkedIn post.

A romance scam awareness campaign is planned for March 2026, following the conclusion of the
fusion cell and drawing on its learnings. This will be targeted at at-risk demographics, aiming to
raise awareness of romance scam warning signs and informing victims where they can find help.
Fusion cell participants have committed to amplifying the message and re-sharing content on their
own channels.

Scamwatch website updates

Additional content related to romance scams has been added to the Scamwatch website in response
to identified resource gaps. This included:

= Red flags checklist for family and friends

= Conversation starters for family and friends

= Understanding how scammers manipulate your loved one.

To promote the new content, a social media campaign aimed at friends and family of scam victims
was launched in November 2025.

Fusion cell participants provided updated content for the Relationship Scams page on the
Scamwatch website. The National Anti-Scam Centre is considering increasing the frequency
of website content reviews to ensure advice always reflects the latest understanding of rapidly
evolving scams.
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On-platform user warnings and notifications

Most romance scams begin on dating or social media platforms, meaning effective on-platform
warnings can contribute to protecting users. In addition to general scams awareness messaging,
notifying users who have interacted with scammer profiles is an important protective approach.
Fusion cell participants identified best practice and opportunities for improvement in existing
processes for notifying Australian users who have interacted with a scammer profile. These
processes are not detailed in this report so as not to provide information that could be exploited
by scammers.

Romance scammers frequently direct their victims to move communications away from the initial
contact platform to an encrypted messaging service very early in the scam. This isolates victims
from monitoring, safety processes, and support options provided by the platform. Furthermore,
scammers frequently encourage their victims to close their dating profile and uninstall the app,
hindering the receipt of warning messages from the platform. To counteract this tactic, several dating
platforms use email in addition to in-app notifications, to alert members that they have interacted
with a scammer profile.

Fusion cell consultations with dating platforms (participants and others) identified that notifications
to users about past interaction with scammer profiles tend to be general in their wording, and do not
usually refer to a “scam” or “scammers.” Notifications typically state that the offending user did not
comply with the platform'’s terms of service and so have had their accounts cancelled. This is due to
the legal risk of publicly identifying a user as a scammer (either correctly or incorrectly). Scammers
often anticipate these warnings and coach victims to ignore or distrust the messages and provide
excuses in advance. Fusion cell participants with victim-support or behavioural expertise considered
that a warning about a contact'’s breach of terms of service would have significantly less impact on
a victim's behaviour and evaluation of their relationship than a notification warning that scam activity
was suspected.

Fusion cell intelligence and participant expertise indicate that disengagement from romance scams
is most effective when multiple warning messages are delivered through varied modes and channels
and when received from multiple sources. A single warning email is less effective than a combination
of approaches such as a general awareness message presented in an animation on joining a
platform, a scam-safe checklist to complete at a later date, and written notifications. Participants
considered optimal timing for user notifications, with some evidence suggesting that after the first
few days of a romance scam have passed, written warnings are frequently dismissed by victims and
have very little effect. Participants and other stakeholders identified opportunities to uplift notification
methods and to implement identified best practice approaches.

ACCC dating platform guidance

In 2016, the ACCC published best practice guidance for dating platforms. Given the evolving nature
of both online dating and romance scam methodologies, an update to this guidance was considered
by the fusion cell. This was not progressed due to the implementation of the scams framework and
eSafety’s planned review of the efficacy of the Voluntary Online Dating Code.”

The National Anti-Scam Centre instead prioritised engagement with industry and regulators to ensure
the effectiveness of existing guidance and platform practices. This included offering Romance

Scam Fusion Cell expertise to assist with eSafety’s assessment of the Australian Voluntary Online
Dating Code and to promote alignment between fusion cell activities and the Code. Knowing that
scammers will exploit the weakest links in the ecosystem, consistency across the sector is vital to
protecting consumers.

12 Australia Online Dating Code of Conduct, July 2024. Further details at Australia Online Dating Code of Conduct.
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The fusion cell created opportunities for close collaboration with major dating platforms, including
Match.com, RSVP, eHarmony and Bumble, which all shared learnings, intelligence, effective disruption
methods, and best practice approaches to user safety. Having proven the effectiveness of data
sharing in preventing and responding to scams, several of these platforms are now transitioning to
become ongoing National Anti-Scam Centre data partners. Fusion cell collaboration revealed that
these platforms generally have mature scam detection, moderation, and communication processes.

In contrast, smaller and niche dating platforms generally have less mature systems and resources to
address scams on their platforms. Some are also marketed to cohorts at increased risk of romance
scams, such as older Australians and those seeking international connections. There is some
evidence in Scamwatch intelligence that scammers may intentionally target users on these platforms
because of these pre-existing risk factors. In the light of these vulnerabilities, the National Anti-Scam
Centre is continuing to engage with small dating platforms to uplift safety capabilities and promote
practical scam prevention methods in line with best practice approaches identified in the fusion cell.

Disengagement referrals

Due to the social engineering, emotional manipulation, and grooming experienced by romance scam
victims, disengagement from the scam can be a long and difficult process. Some victims consulted
during fusion cell projects noted a desire to continue the relationship even after they had learnt it was
a scam; such was the strength of the emotional connection they experienced.

The fusion cell drew on lived experience and Australian and overseas research to identify
best-practice disengagement strategies. As noted above, messaging from multiple sources and via
different channels appears to be more effective in leading to disengagement than a single contact.
Advice from trusted, neutral organisations, is likely to be better received by romance scam victims,
than that received from service providers like banks and social media platforms. Victims often report
that their online partner claims to be in dispute with the bank, urging them to ignore any warnings
from the bank about the partner or their funds.

Lived experience perspective

“Disengagement has been very difficult when protections put in place were used by the
scammer to tighten control and isolate my mother from her family and social connections.
There is a pressing need for awareness, education and support. Better understanding of the
social engineering scammers use is essential for families and services to navigate these
challenging situations more effectively.”

Family member of scam victim who shared experiences with Fusion Cell participants.

To better understand the romance scam disengagement process and to consider how a
whole-of-ecosystem approach could improve outcomes, the fusion cell ran a proof-of-concept trial of
disengagement referrals, involving National Australia Bank, ANZ, and one digital currency exchange,
and support organisations National Debt Helpline and Relationships Australia. The trial aimed to test
the hypothesis that an alternative voice would aid disengagement.

When the banks and digital currency exchange identified a customer engaged in an ongoing romance
scam, as well as employing existing supports and processes, the customer was referred to one of the
2 support organisations. A pre-agreed code was also provided with each referral to enable evaluation
of the trial.

The trial ran from November 2025 to late January 2026. Participants noted that referral opportunities
were limited, with victims often reluctant to engage with the support organisation immediately
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following a lengthy conversation with the bank. One participant bank observed that some telephone
conversations attempting to disengage customers from romance scams last more than an hour,
leaving customers reluctant to engage in further conversation about the relationship and payments.
The short time frame of the trial necessitated by the fusion cell added some challenges, with
organisations observing the difficulty of embedding changes to existing processes with a short lead
time. Participants noted that making referrals earlier in the process, with clear triggers for when to
introduce external supports, may improve victims' receptiveness.

Dozens of referrals were made; however, support organisations were unable to directly attribute any
confirmed counselling engagements to the trial referrals. It is thought that victims likely did make
contact following referral, but without referencing the trial. Any victims who did this still received the
benefit of the disengagement support on offer.

The trial revealed the potential for a systematic process to track customer referrals across
organisations and highlighted the value of a ‘warm handover’ approach, which could help victims feel
more supported, and less emotionally depleted, during the transition.

It was also recognised that external support is not suitable in every case. Some customers preferred
ongoing communication with their bank, while others, despite knowing they were being scammed,
chose to remain involved in the relationship due to the intensity of their emotional connection.

While this low completion rate meant the trial was not able to shed significant light on the
effectiveness of adding alternative voices to the disengagement process, participants identified
real benefits from taking part. The strengthened relationships across sectors and the methods of
information sharing and case management explored in the trial will support romance scam victim
disengagement into the future.

The stakeholders involved continue to trial different means of referral, including for victims of other
scam types. The trial highlighted the value of collaboration across sectors which have previously
had little interaction and demonstrates the unique role of the National Anti-Scam Centre, sitting at
the centre of the scams ecosystem, and able to lead the exchange of intelligence and even referrals
across a diverse range of stakeholders.

Resources to support disengagement

During fusion cell topic consultation in early 2025, stakeholders across the scams ecosystem
identifled a need for clear, consistent, and victim-centred resources to help victims recognise
and disengage from romance scams. Many stakeholders noted that resources developed by
their organisation were inconsistent with other available messaging, and appeared ineffective at
prompting disengagement.

To address this gap, 2 resources were developed by the fusion cell to support disengagement:

= an Online Relationship Health Check to give victims a safe and accessible way to assess
romance scam warning signs in their online relationship, and

= 3 set of Frontline Response Guides to equip frontline workers with practical, trauma-informed
guidance to help victims disengage from romance scams.
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Online Relationship Health Check

The Online Relationship Health Check is a 20-question =
self-assessment tool which enables victims to identify common 2- ScamWatch
romance scam risk factors in their online relationships.

Drawing on romance scams intelligence, behavioural insights, Eﬁsv”v'm";'r::?f"‘”emp'“ed CERVORIES
and victim lived experience, the tool comprises 10 Yes/No P S—

questions and 10 True/False statements. It is designed to el o s
support individuals who have begun to question the authenticity kil )

of their online relationship, as well as for family members EEl‘ngfc\?;?ﬁei'n?egrhnznﬂmstfmmm}mmn

and friends to complete alongside someone whose online gt sl mnhinas
relationship raises concerns, particularly where that individual st B S
does not yet recognise the possibility of a scam. =gt

Based on a user’s answers, the health check offers an indication d

of scam risk and offers guidance on safely disengaging and

accessing further support.

Early feedback from industry and victim-support organisations “

has been very positive, with many already embedding the health

check in their internal scam support processes. Stakeholders Example question from the Online
describe the tool as a potentially transformative development Relationship Health Check

for victim disengagement, particularly for individuals who

may be socially isolated. The health check is available on the

Scamwatch website, and an offline version has been distributed

to stakeholders.

Frontline Response Guides

To support a consistent national approach to
victim disengagement, the fusion cell developed
3 Frontline Response Guides tailored to banking
staff, police, and support workers and carers.

Public-facing staff in these sectors often find
themselves seeking to convince a romance
scam victim of the reality of the scam, and
during fusion cell consultations, emphasised
the need for clear, practical, and psychologically
informed advice.

The guides provide an overview of romance scam methodologies and a range of approaches to aid
disengagement, including the use of online tools, questions to ask, process friction, and advice.”® The
guides also provide clear information on post-scam support services to assist victims in recovering
financially and emotionally. The guides benefited from wide consultation across relevant sectors,
with some stakeholders already reporting an uplift in staff capability to support romance scam
disengagement from their use. To limit exposure of the disengagement approaches described, the
guides will not be publicly available, but will be distributed to organisations and peak bodies in the
affected sectors, ensuring that frontline staff have the knowledge and tools to support scam victims.

13 These processes are not detailed in this report so as not to provide methodology that could be exploited by scammers.
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Collaboration in disengagement

The Job Scam Fusion Cell (which concluded in March 2025) demonstrated the value of widespread
engagement with sectors impacted by scams, and especially the amplifying effect of uplifting
awareness and capability among management and public-facing staff. As a result of these learnings,
3 forums were hosted during the term of the Romance Scam Fusion Cell:

= alaw enforcement roundtable, focusing on victim communication and engagement by frontline
police officers,

= an aged care sector industry forum, for service providers and advocacy groups, focusing on
romance scam education and disengagement support, and

= a disability services industry forum, tailored to service providers, carers, government agencies,
and family members providing informal supports to Australians with disability.

The aged care (including home care and retirement living) and disability services sectors
were identified from analysis of Scamwatch data and stakeholder consultation, and in view of
opportunities for victim-side intervention and disruption.

Figure 5: Reports made on behalf of someone else

For romance scams, 9 in 100 reports are made by third parties

For other scams, 3 in 100 reports are made by third parties

As illustrated in Figure 5, Scamwatch reports regarding romance scams are 3 times more likely to be
made by third parties (i.e. someone who is not the victim) than other scam types.

This reflects the grooming and emotional manipulation of romance scammers, which makes
it difficult for victims to identify and respond to scam warning signs. It is essential that those
working with at-risk cohorts are equipped to spot the warning signs of romance scams and
prompt disengagement.

Law enforcement roundtable

The law enforcement roundtable provided a valuable opportunity to discuss police perspectives

on romance scam disengagement and opportunities for the National Anti-Scam Centre to provide
further support to this work. Use cases for data sharing between police and the National Anti-Scam
Centre were also shared, and participants were introduced to the National Anti-Scam Centre’s partner
portal and invited to join. As a result, several state police agencies were onboarded as data partners.
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Protecting older Australians from romance scams

In 2024, Australians aged 65 years and over suffered the highest losses to scams reported to
Scamwatch, accounting for just under $100 million of $319 million total losses. The disproportionate
impact of scams on this cohort is revealed by the fact that this loss equates to 31.3% of all reported
losses, despite the 65+ cohort representing just 17.3% of the total population.'

“It is not clear whether he is going to stop sending money. His disability and a lack of
experience in social interactions make it difficult to disengage from the scam. All his real-life
family and romantic relationships have fallen away..."

Experience shared publicly by a family member of a romance scam victim

Client-facing staff in the aged care sector have unique opportunities to identify the changes in
behaviour commonly occurring when victims are being emotionally manipulated by scammers. In
addition, scammers frequently demand money be sent via gift cards, overseas telegraph transfer, or
cryptocurrency. As these payment methods are often unfamiliar to older Australians, carers may be
alerted to the scam by a request for assistance in making a payment.

The forum for the aged care sector delivered practical advice on romance scammer tactics

and narratives, the use of emerging technologies, and warning signs, along with approaches to
disengagement. Information regarding post-scam support was also shared to ensure wrap-around
support for victims. Forum participants were given a preview of the Frontline Response Guide, with
feedback incorporated into the guide’s development.

Case study - criminals use multiple personas to steal $500,000

David, aged 70, was using a dating site when he met a person calling themselves “Tracey
Kardon”. Tracey shared details about her work as a jeweler and showed David a website which
matched the details she had shared.

Tracey quickly asked David to move their communications from the dating platform’s
messaging system to WhatsApp. Through frequent communication they formed a strong
connection. Tracey told David that she was travelling to Hobart to buy precious stones but

then reported difficulties retrieving the jewels. David was contacted by people claiming to be
Tracey's solicitor, a courier, and an American gem buyer. They asked David to help Tracey with
costs associated with the purchase, cutting, and polishing of the stones. They later demanded
money for fines, government fees, and courier costs for which Tracey was liable. David became
increasingly distressed but continued to pay as he believed he was helping Tracey.

Once all avenues for stealing David's money related to the Hobart trip had been exhausted,
the scam evolved. David received requests to send money for hospital treatment and financial
assistance for Tracey's family. Once again, the criminals used multiple personas to add
credibility, including medical staff and family members.

Criminals stole over $500,000 from David. None of his money was able to be recovered. David
reports that the scam has broken him psychologically and emotionally, and left him in financial
difficulty.

14 National, state and territory population, December 2024 | Australian Bureau of Statistics, accessed 21 January 2026

28 National Anti-Scam Centre | Romance Scam Fusion Cell Final Report | March 2026


https://www.abs.gov.au/statistics/people/population/national-state-and-territory-population/dec-2024

Protecting Australians with disability from romance scams

In 2024, Australians with disability reported scam losses of $20.8 million to Scamwatch. Nearly

a quarter of this total (§4.8m) was stolen through romance scams.® Actual losses are likely to be
much higher due to challenges around the accessibility of reporting mechanisms experienced by this
cohort. 23.1% of all romance scams reported to Scamwatch involved a victim living with disability.

The fusion cell sought to address this disproportionate impact through the online forum for the
disability services sector. The event provided support workers and coordinators, carers, allied
health staff, family, and friends with tools to identify the warning signs of romance scams, manage
conversations with clients, and determine what disengagement and referral approaches are likely to
be most effective. The event was well attended by organisations across the sector and staff from
Commonwealth and state/territory government agencies.

Reflecting the commitment to amplify messaging through engaging with staff and management,
both forums supported participants to increase capability in their workplaces by sharing resources,
building scams awareness into professional development, and raising the profile and priority of
scam safety. Forum participants were also provided with a quick reference guide for organisations to
increase awareness and preparedness.

The National Anti-Scam Centre engaged with the National Disability Insurance Agency throughout
the term of the Romance Scam Fusion Cell to share statistics and case studies and to discuss trends
affecting people with disability. These meetings explored ways to collaborate future scam awareness
and prevention initiatives.

Figure 6: Aged care and disability services forums participant feedback

— Alittle
As a result of attending 5%
either forum, participants
indicated their ability to
identify and respond to
romance scams increased:

Significantly
29%

Very significantly
66%

“Thank you! This was the most clear and helpful training I've done in 15 years working in the
disability sector. | understood it all and am much more confident to help protect my clients.”

Feedback from disability services forum participant

15 Reporters to the National Anti-Scam Centre’s Scamwatch service can (optionally) identify as living with disability. Data
collected by other reporting sources does not typically include this information.
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Fol

lowing the forums, the National Anti-Scam Centre developed a train-the-trainer resource package

to equip stakeholders to deliver scams awareness training in their local contexts, either to staff, or

to clients. The training packages for each sector have a romance scam focus but also include other
scam types impacting that cohort. At the time of publication, approximately 30 organisations have
requested this training with the first workshops held in February 2026. Some of this material was also
adapted and provided to the Australian Federal Police to train Community Liaison Officers in scams
awareness in advance of the AFP’s scams media campaign.

Case study — scammers use celebrity impersonation to steal $10,000+

During a home visit from her National Disability Insurance Scheme (NDIS) support worker,
Shelley (62) shared that she was engaged to “Barry Gibb” from the musical group, the Bee
Gees. She was contacted through a Facebook fan club and believed for over 5 years that she
was in a relationship with the musician.

Shelley and Barry exchanged over 40 emails each day and talked for 4-5 hours every night.
Shelley was also contacted by people claiming to be Barry’s son Steven, and daughter,
Alexandra, as well as the Bee Gees’ manager.

Throughout the relationship, Barry asked for money including gift cards and credit card details.
Shelley provided details of a credit card with a $20,000 limit. The scammers used this card but
convinced Shelley that members of her family were in fact making the purchases.

Barry repeatedly promised that he was coming to Australia “next week” to be with Shelley, and
that they would get married. These visits never eventuated.

Shelley was left with a debt of over $9,000 and can no longer afford food or
essential medication.

This scam was reported to Scamwatch and brought to Shelley’s attention by 2 separate NDIS
support workers, highlighting the importance of scams awareness among client-facing staff

working with at-risk cohorts. Without this intervention, the criminal network behind the scam

would likely have continued to steal from Shelley.

Post-scam support referrals

Victims of romance scams frequently encounter obstacles accessing appropriate help after
disengagement from the scam. The Romance Scam Fusion Cell identified and mapped referral
pathways across the ecosystem to ensure that post-scam support is available and accessible.
This engagement with stakeholders and victims identified 3 primary barriers faced by victims in
accessing support:

Limited understanding: Shame and embarrassment discourage help-seeking behaviours,

with some victims reporting being dismissed by support staff unfamiliar with scams or online
relationships. Poor scam-literacy among organisations offering supports such as mental health,
allied health, and legal services can inadvertently compound victim harm.

Fragmented support: Where supports specifically tailored for romance scam victims exist, there
is a lack of coordination and consistency. Furthermore, public messaging regarding relationship
support typically focuses on the breakdown of traditional relationships, which scam victims
report leaves them feeling isolated and unsure whether support services are available to them.

Support fatigue: Romance scams add an additional layer of emotional complexity to the scam
experience. Recounting distressing experiences in a relationship and enduring repeated rejection
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or redirection from support providers not equipped to handle the challenge is exhausting and
discouraging for victims. Perceptions that the support on offer will not actually help, especially
when recovery of stolen funds seems unlikely, further reduces engagement.

These findings informed the development of fusion cell resources, ensuring that stakeholders
engaging with victims can direct them to the most appropriate support services. There is, however,
still considerable work to be done to ensure victims are consistently provided with appropriate and
timely support across the scams ecosystem.

Collaboration within the disengagement referral trial led Relationships Australia representatives to
observe that romance scams should be widely recognised as a form of financial abuse and that
scams targeting older Australians should be recognised as abuse of older adults, since perpetrators
create an appearance of emotional intimacy to enable them to manipulate and control victims'
finances. Explicitly including romance scams in recognised definitions of abuse of older adults would
encourage service providers to apply trauma-informed, coordinated responses, ensuring victims
receive the targeted support they need.

Victim peer support group trial

Early in the fusion cell term, participants identified an opportunity to trial a facilitated peer support
group for romance scam victims. Victim-centred groups tailored to addressing the recovery needs
of participants have been proven to be effective in other areas of trauma, but no such supports were
available to romance scam victims in Australia. In fusion cell consultations, victims frequently spoke
of their sense of “not belonging” in existing support programs and being excluded from supports
offered to victims of other types of crime.

In partnership with dating platform Bumble Inc. and specialist support groups LoveSaid, Bloom

(a program of global non-profit, Chayn), and The Survivor Hub, the National Anti-Scam Centre
established a pilot online support group for romance scam victims. The trial aimed to engage
empathetically with victims, validate scam experiences, address individual recovery needs, and
reduce the risk of further harm by fostering an environment of empathy and empowerment. Three
90-minute sessions were led by a mental health professional, supported by peer facilitators with lived
experience of romance scams (LoveSaid co-founder Cecilie Fjellhgy and fusion cell participant Tracy
Hall). Peer facilitators bring their lived experience, offering a form of credibility, empathy, and cultural
relevance that cannot be replicated through clinical training and facilitation alone. Compensation
acknowledges their expertise and unique contributions, avoids exploitation of their emotional and
intellectual labour, and aligns with trauma-informed principles. Both the licensed facilitator and peer
facilitator costs were funded by Bumble Inc.

Co-design workshops ensured session content and facilitation methods were effective, and facilitator
debriefs synthesised feedback, supported psychological safety, and informed next steps. In accord
with best practice approaches, pre- and post-program wellbeing surveys and an end-of-pilot feedback
form were used to capture outcomes and learnings. Findings from the pilot included:

= Group participants reported increased feelings of safety, empowerment, connection, and hope, as
well as a reduction in isolation and shame, as a result of their participation.

= The value of peer empathy and shared lived experience was highlighted, with several participants
being motivated to advocate for others.

= Addressing the psychological and emotional dimensions of harm contributed to rebuilding social
trust and an anticipated reduction in the risk of re-victimisation.
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‘A support group like this in Australia really needs to exist. Victims need peer support, as those
who are victims just get it and you don't feel judged.”

Feedback from Support Group participant

The National Anti-Scam Centre is not funded to deliver ongoing victim-support services and so will
not be expanding the pilot. Nevertheless, the pilot demonstrated the value and feasibility of a peer
support model for romance scam victims and confirmed community demand. Bumble intends to
implement a similar victim support group for its users, with a follow-up program planned for 2026
incorporating learnings from the fusion cell pilot. The National Anti-Scam Centre encourages other
organisations supporting romance scam victims to consider offering facilitated peer-support groups
for their clients.
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Barriers to disruption

The objectives of the Romance Scam Fusion Cell included identifying and reporting on barriers

to coordinated scam prevention and disruption. The following factors, common across romance
scams, were identified during the course of the fusion cell. Steps taken or planned to mitigate these
challenges are included below where appropriate.

Romance scam duration limiting relevant intelligence

Figure 7: Comparative duration of romance scams compared to other scam types

3.6X

longer duration than other scam types

The long-term nature of many romance scams leads to a significant passage of time between the
earliest payments and reporting. Many Scamwatch reporters are unable to precisely identify the date
of initial contact, but details provided in Scamwatch reports indicate that romance scam victims who
had funds stolen were engaged in the scam for an average of 171 days before reporting, compared to
47 days for other scam types.'®

By the time a Scamwatch report is made, few reporters still hold records of all their payments. While
scammers often make contact with their victims on dating platforms, the common tactic of directing
the victim to communicate via encrypted messaging services leads many victims to close their
dating platform accounts and delete apps which may lead to the loss of relevant intelligence.

Privacy considerations

One of the data sharing trials undertaken by the fusion cell demonstrated that banks are frequently
able to identify payments that scam victims make to their own accounts with digital currency
exchanges. Stakeholders have noted challenges in identifying appropriate levels of personal
information to share with other organisations regarding suspected or confirmed scam transactions.
The proof-of-concept trial was able to adopt a de-identified means of flagging some transactions, but
there are likely many more pre-scam transactions between victims’ own accounts that are correctly
identified by banks, about which no notification can be made.

16 Based on reports from 2021 - 2025. Lengths of time greater than 10 years were excluded as extreme outliers.
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Similarly, many scam victims whose transactions are blocked by their bank due to involvement in a
scam simply open accounts with a different institution and pay scammers from their new account.
Some fusion cell participants noted that they do not believe that the “suspected unlawful activity”
provisions within Section 6 of the Privacy Act 1988 permit the disclosure, to another financial
institution, of the potential that a former customer is currently involved in an ongoing scam. A bank
to which a victim moves to continue scam transactions blocked by their former bank thus has no
visibility of the scam or history of scam payments.
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Looking forward

The National Anti-Scam Centre will continue to work with fusion cell participants and stakeholders to
embed successful trials in business as usual operations, and to implement learnings. Immediate next
steps include delivery of the upcoming social media campaign, and the train-the-trainer workshops
for stakeholders in the aged care and disability services sectors.

Topic consultation for the National Anti-Scam Centre’s fourth fusion cell has commenced, with
planning informed by learnings from the Romance Scam Fusion Cell.

The implementation of the scams framework is driving change across the scams ecosystem.
Regulated entities (initially those in the banking, telecommunications, and digital platforms sectors)
will be required to take reasonable steps to prevent, detect, and disrupt scams, and to establish
governance, intelligence-sharing, and dispute resolution processes to protect consumers from scams
on or relating to their services. Regulated entities are also required to have an accessible mechanism
for its consumers to report activities that are or may be scams.

The fusion cell model has proved the value of bringing together expertise from government, law
enforcement and the private sector to address urgent scam issues. Future fusion cells will be able to
facilitate collaboration with both scams framework-regulated entities and non-regulated businesses,
ensuring a true whole-of-ecosystem approach.

The change of terminology to “relationship scams” across National Anti-Scam Centre and
Scamwatch communications will continue throughout 2026, including in the upcoming Targeting
Scams 2025. This will ensure intelligence better reflects the diversity of scammer tactics and most
effectively supports the fight against scams. The National Anti-Scam Centre will continue to provide
leadership in establishing globally recognised scam typologies and terminology to improve data
quality, support trends analysis, and promote intelligence sharing.
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Appendix A: Notes on data and
case studies in this report

Except where specified, all data is based on reports made to the National Anti-Scam Centre’s
Scamwatch service. Data may be adjusted throughout the year because of quality assurance
processes and reporters withdrawing reports. In addition, changes were made to the Scamwatch
reporting form which have minor impacts on the data represented on the Scamwatch public statistics
page and in this report. For example, a new field for recording cryptocurrency losses was added in
March 2024, and this report and other National Anti-Scam Centre publications now include that data.

A survey conducted by the Australian Bureau of Statistics found that 3.1% of Australians (~680,000)
experienced a scam in the 2023-24 financial year, however ~30% of these did not report it to any
authority."”” This suggests that current data likely under-represents the impacts of scams. Romance
scams are likely further under-reported due to their emotional impact, shame and embarrassment,
and victims' fear of re-traumatisation through the reporting process.’

Romance scams are also frequently categorised differently, both by reporters to Scamwatch and

by other organisations that receive scam reports. As a result, some romance scam cases are not
captured in the statistics presented in this report. This is principally due to overlap in the methodology
of romance baiting scams and investment scams. These reports are reviewed and, where
appropriate, reclassified. However, romance baiting scams are still likely to be under-represented

in the data. In addition, where the scam exploits a platonic relationship rather than a romantic one,
reporters do not classify the scam as a romance scam. The re-classification of romance scams to
“relationship scams” will address this issue.

Throughout the fusion cell term, National Anti-Scam Centre staff conducted a daily manual review
of all romance scams reported to Scamwatch, including reports made under different categories. To
ensure consistency with publicly available data, the analysis in this report is limited to Scamwatch
reports categorised as “dating and romance scams”.

While efforts are made to verify high loss reports, some reports remain unverified. Scamwatch data
is publicly available at scamwatch.gov.au/research-and-resources/scam-statistics.

Case studies are used throughout this report to illustrate the National Anti-Scam Centre's work with
partners across government, law enforcement, and industry to protect Australians from scams.
Victims whose stories are told in case studies have provided their consent, with case study names
and details changed to protect their privacy.

This report has been deliberately written so as not to disclose processes, methodology, and
other information that could assist criminals to counter scam prevention and disruption efforts.

17 Australian Bureau of Statistics, Personal Fraud, April 2025, accessed 20 January 2026.

18  Australian Institute of Criminology, Sexual exploitation in Australia: Victim-survivor support needs and barriers to support
provision, November 2023 , accessed 20 January 2026.
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